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Abstract

Thepurposeof thisreportis to implementheideaof using
testabilityto estimatesoftwae reliability. The basicsteps
involveestimatingtestability evaluatinghowwell softwae
waswritten, and assessingherelationshipbetweertesting
andusae. Resultfromthesestepsalongwith operational
profilesare usedto estimatesoftwae reliability. This pa-
per describesan applicationof this methodto evaluatethe
reliability of a real softwae systenof about6000lines of
executablecodeanddiscussetheresultsof sud an estima-
tion. Theresultsare also compaedwith thoseobtainedby
usingtwo reliability growthmodels.
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1 Intr oduction

Many recentstudieshave consideredoftwarereliability
from the point of view of testability This is quite differ-
entfrom the approachtaken by corventionalsoftwarereli-
ability growth models. Thesemodelsdo not take into ac-
countimportantinformation that can be derived from the
relationshipbetweentestingand software execution,such
as the coverage(structuralor functional) obtainedduring
testing.Recentesearctj26] hasshavn astrongcorrelation
betweerreliability andcoveragecriteria,althoughit is very
difficult to quantify this relation. Dalal et al. [6] examined
this relationshipbetweenunit-teststatementoverageand
system-tedtaultslaterattributedto thoseunits. Piwowarsky
et al. [23] obsened that fault removal rate and code cov-
erageare closely relatedby a somevhat linear function.
Malaiya et al. confirmedthis relationship[15] and pro-
poseda nen modelto relatetestcoverageto softwarerelia-
bility [17]. Del Frateetal. [10] investigatedherelationship
betweencoverageand reliability in an experimentalcon-
text, usingseveral real programsseededvith artificial and
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realfaults. In their extensive experimentsa clearpositive,

almostlinearrelation,betweercoverageandreliability was
foundin all the programsconsideredindependenof their
size, the fault distribution and the coveragecriterion used
(statementsblocks, branchesc-usesand p-uses). Chen,
Lyu andWong [3, 4] alsointroduceda techniquethat in-

corporategest coveragemeasuremeninto the estimation
of softwarereliability.

On the otherhand,mostcorventionalreliability growth
modelsarebasedon the assumptiorthat softwareis tested
with testcaseselectedandomlyaccordingo its futureop-
eratve usage. Unfortunately this assumptioris often not
realistic[30]. Testengineersnay prefercompletelydiffer-
enttestingstrateyiesto randomtesting.Thisis becausean-
domtestselectiormaymisscertainspeciattestcasesvhich
areeffective in detectingfaults. Informationobtainedfrom
thesedifferent testing stratgies is not usedby reliability
growth models.

Another point worth noting is that even though a few
studies[9, 11] reportedthat randomtestingcanbe aseffi-
cientasothertestingstratayies, thisis still debatable.

To verify whetheranon-randomtestsetis indeedbetter
we needto measurdts fault-detectiorefficiengy. Voaset
al. [28] andBertolinoand Strigini [1] definedtestabilityas
the probability that a faulty programis detectedby taking
inputsfrom a certaininputdistribution. While Howdenand
Huang[13] definedthe detectabilityasthe probability that
thetestingmethodwill detectafaultin arandomlyselected
program,giventhatthe programcontainsfaults. Thereare
alsomary lessformal evaluationsof testability(e.g.in [18,
22)). Regardlesshow testabilityis defined,one caneasily
senseits usefulness.If a testingstratey hasa high fault
detectability it is a good strateyy; and software testedby
usingthis stratgy with goodstandingis morelikely to be
reliable.

Although the studiescited above have ervisionedthis
greatpotential,it hasnot beenappliedto real world soft-
ware.How canthetestabilitybeestimatedn practice?How
canit beusedin reliability estimationif thetestsetis nota



randomsamplefrom anoperationaprofile? The purposeof
our studywasto apply the conceptof testabilityto white-
box testingandreliability estimation.A few gapsbetween
theoryandpracticewerefilled by usingreasonablassump-
tions. Resultof anapplicationof our methodarediscussed
andcomparedwith thoseobtainedby usingtwo reliability
growth models.

Theremaindeof this papetis organizedasfollows. Sec-
tion 2 explainsour methodology Section3 givesa descrip-
tion of how parametergsanbe estimatedollowedby a nu-
mericalexample. Section4 presentsa casestudyto shav
the meritsof usingour method.Our conclusionandthe di-
rectionof futureresearctappeatn Section5.

2 General Conceptsand Definitions

The testability of a programcanbe viewed asthe lik e-
lihood of a programfailing if it containsat leastonefault.
BertolinoandsStrigini [1] definetestabilityas

P{rejectprohdistribution of inputs,
oracle faulty} Q)

Testabaps =

with the assumptiorthatthe oracleis not perfectin thatit
mayrejecta correctexecutionor acceptanincorrectexecu-
tion. Voaset al. [28], on the otherhand,definetestability
withouttakingoracleinto accountas

P{rejectprohdistribution of inputs,
faulty} 2)

Testabgy =

If theoracleis aperfectl/O oracle thenTestab g s is equal
to Testabgy for a given distribution of the inputs. We
follow Voass assumptiorthat the programunderstudy is
memory-lesandits testoutcomecanbe preciselydecided
by comparingits outputsagainstthe specification. In this
paper the “prob.distribution of inputs” is taken according
to eitherthetestingstrategyy duringthe testingphaseor the
operationalprofile during the usagephase. The former is
usedto computethetestabilityandthelatterfor thereveal-
ability.

In this sectionandthe next section(Section3: Estima-
tion), we explain our methodby measurindgestabilityatthe
basicblod level ratherthanthe entire program. However,
our methodcan be appliedat other units suchasa single
function,agroupof functions,afile, or agroupof files,and
not only at the block level (i.e. althoughthe derivationsof
theseequationdisted below is donewith respecto blocks,
they alsowork atdifferentgranularitylevel). Our derivation
is basedon the conceptthat eachunit containsat mostone
fault, or at mostonefault of eachkind whenthe faultsare
classifiednto categories. Thus,the numberof unitsshould
be madeassmallaspossiblesolong asthetesterthink that

theatmostonefaultperunit assumptioris valid. Two mary
units makes the computationmessyaswe will seenfrom
the estimationformulae. An exampleof this is in our case
studyin Section4 whereeachfunctionis choserasa basic
reliability unit.

Let the programbe partitionedinto N disjoint blocks.
Our definitionof Equation(1) is

p; = Pr{rejectblocki is executecbasedn
atestingstrateyy, faulty} 3)

wherep; is the testabilityfor the ith block. The statement
thatblock is rejectedis equivalentto thatthefaultin this
block is detected.Thetestabilityp; is contingentuponthe
execuationof block ¢ becauséf block in (3) is not exe-
cuted,jts faulty statuscannotedeterminedHowever, even
if the block is faulty and executedin testing,thereis only
a probability that the fault can be discovered. Obviously,
p; dependson the block contentsand the testing stratayy.
In theory if eachblock is testedlong enough,we should
be ableto estimateall the p;’s, but in practice,with alim-
ited amountof testing,we have to groupblocksinto a few
typesand assumethat the sametypesof blocks sharethe
samep;. For the purposeof explanation,we usea singlep
to representhe testabilityfor all the blocks. Althoughthe
extensionfrom a singlep to multiple p’sis straightforvard,
the compleity in notationdetractsfrom the discussiorof
thebasicideas.Multiple p; appearsn Section3.5.

With an approachsimilar to the oneproposedn [1], if
block 7 hasbeentestedn; timeswithout failure, thenthe
probabilitythatit is faulty is

i) — 0O =D
T T o) + a0l (T - p)

(4)

whereay (i) is the prior probability beforetestingthat the
ith block is faulty. A proof is givenin the appendixA.

Equation(4) canalsobe usedfor a block that needsto be
dehugged. Although we do not assumehat sucha block
will be perfectafterdehugging,we assumehatit is atleast
as good as thosewhich have beentestedwithout failure.
Thoughp < 1 is anundesirablegropertyin testing,it oc-
cursin practicebecausave cannever expectthatall faults
will be detectedafterall the blocksare executedonce. We
definetherevealability of blocki as

gi = Pr{rejectblocki is executechasedn
theusers’operationaprofile, faulty} (5)

whereblock is rejectedif it producesanincorrectoutput.
Althoughtestingmaynotrequireanoperationaprofile, the
reliability of aprogrammustdependntheoperationapro-
file of aparticularapplication.Let theoperationaprofile be
denotedby (X, ¢(x)) whereX containsall theinputsand



¢(z) is the distribution of how frequentlyz € X is used.
Supposey; anday (i) have beenestimated.Basedon this,
the probabilitythatinput z will producea correctoutputis

74 (x) = Mieg(2)[1 — e (4)qs] (6)

where S(z) containsall the blocks executedby input z.
Equation(6) assumethatall blocksactindependentlyrom
the point of view of reliability. Counterexamplesagainst
theindependencassumptiortanbe constructedbut it can
be consideredhefirst degreeapproximation.Malfunction-
ing amongcomponentfasalsobeenassumedndependent
in mosthardware assemblyand software dataflow analy-
sis [5, 16, 24]. For an operationalprofile (X, ¢(z)), the
reliability expressedasthe probability of having no failure
in the next execution,is

Rt:/Xﬂt(x)QS(x)d,’c. (7)

Equation(7) shouldbeinterpretedcasthe Lebesgueéntegral,
l.e.,if theinputdomaincontainsonly finite numberof pos-
sibleinputs,onecanreplacetheintegral in Equation(7) by
summation.To estimateR;, we needto know p, a(7), g;,
S(z) and¢(z). Detailsof this methodaredescribedn the
next section.

3 Estimation

In this section,we explain how p, ay(¢) and R; for a
given (X, ¢(z)) canbe estimated. A numericalexample
is provided to elucidatetheseestimations. Onceagaina
singlep is usedin thebeginning. Sincewe work with white-
box testing, we assumethat the testerhasa tool suchas
ATAC [12] which canrecordall theexecutedblocksin each
test.

3.1 Estimation of p

To estimatep, we follow the suggestionin [27] using
“seeded”faults (i.e. mutants). Commonfault typesde-
scribedin [2, 8, 14] wereinjectedinto blocks. Earlier stud-
ies[7, 21] indicatecthatthereis agreatconsisteng between
errorsgeneratedtby thesefirst-ordermutation-likefaultsand
by realfaults.In addition,thesesimplefaultscancreateer
roneoudehaiorsascomplex asthoseidentifiedfor thereal
faults.Neverthelesswe arealsoawareof somecritiquesof
usingthis approactasdiscussedn [1]. To respondo some
of theconcernsa casestudyusinga spaceapplicationwith
realfaultsrecordedn theerrorlogis presentedh Sectiord
to shaw that,atleastin this example,our methodis notlim-
ited by the constraint®f mutationtesting.

As in mutationtesting,the correctoutputof the program
is not needed.A comparisorof the outputsfrom the non-
mutantandthe mutantprogramsis sufficient to determine

whetheramutantcanbekilled (detected)If theoutputsdis-
agreethenthemutantis killed. Otherwiseijt is still alive. It
is possiblethatsomemutantsarestill alive afteralongtime
of testing,but time and/orbudgetconstraintsdo not allow
moretesting.

The averagenumber of testsrequiredto detectthese
faults(i.e. kill thesemutants)canbe estimated.Suppose,
ontheaverageijt takesv passeso discover a faulty block,
thenp, definedin Equation(3), canbe roughly estimated
asp = 1/v.! More rigorously, let my bethetotal number
of faultsinjected,thatis, the total numberof mutantsto be
killed. Of thesey faultsaredetectedluringthetestingand
my — r remainundetectedLet v; bethe averagenumber

of testcasesusedto detectthe jth fault, j = 1,2,---,7r,
andv - V.., be the numberof test casesexecuted

for testingthoselive mutantswhenthe testingstops. The
maximumlik elihoodestimateof thetestabilityp will be

P= (8)

r
Y Vit E;‘nzfrﬂ V;’_ .
Thederivationis givenin AppendixA. Oncep is estimated,
all theinjectedfaultsareremovedandthesameestingstrat-
egy is now usedto testanddelug the program.

3.2 Estimation of (%)

The prior probability () can be either known from
previoustestingandusage pr unknown. In the latter case,
we first assumexg (i) = ay for all i’swith respecto asin-
gle p. Theassumptioron singleay will alsobe relaxedin
Section3.5. Intuitively, « is relatedto how well the pro-
gramwaswritten. Its estimatedepend®n thetestingeffort
and the numberof faults found during the testing. For a
givenblock, theprobabilitythatafaultin it will bedetected
atthenth testis ag (1 — p)™~1p, wherep is the testability
Similarly, the probabilitythatnofaultis foundin thatblock
aftern testsis (1 — ap) + ap(1 —p)™.

SupposéhereareN blocksin theprogramands of them
have beendetectedwith faults. Let therestof N — s blocks,
whereno faultshave beenfoundin them,betestedsuccess-
fully by nf,ni,...,n}k_, tests,respectiely. Then,the
maximumlik elihood estimateof a4 is the solutionto the

following equation.
N—s n_,"
-
@0 I (1—ao) +ao(l—p)™

The derivation is again given in Appendix A. Equa-
tion (9) canonly be solved numerically exceptfor the spe-
cial casewhenall n} = n™,

N[1—(1-p)7]

IFollowing corvention, the notationg is an estimateof p. The same
corventionis alsoappliedfor otherparameters.

~

g =

(10)




This can also sene as the initial value in solving Equa-
tion (9) by lettingn* in Equation(10) bethe averagevalue
of then;'s.

If theprogramhasbeenpreviously tested suchinforma-
tion shouldbe usedto form a prior distribution, denotecby
h;(a), for ag(é). Thenthe posteriordistribution of & (%),
basedontheabove likelihoodequation(i.e. Equation(20))
is

g(0) o< oo [[[1-a+ali-9)F] (1)

The point estimateof (%) is the o thatmaximizesEqua-
tion (11). A commonlyusedprior distribution for a pro-
portion parameters the betadistribution. For example,if a
block hasbeentestedr timeswithout failure,we maylet

1—a)
1+7
A derivationof this prior distribution canbefoundin [19].

hi(a) = , 0<axl1 (12)

3.3 Estimation of R; for operational profile
(X, ¢(2))

The reliability function 7;(z) in Equation(6) can be
computedif S(z) andg; areknown. Onceaninput z is
selectedyve canfind out S(z) by runningz andrecording
the executedblocks. It is reasonabléo assumehatq; < p
becauseestcasesselectedy testingexpertsat the testing
stageshouldhave, on the average,a higher probability to
reveal more faultsthanthosecasesusedby the usersafter
the programis tested.Thus,by letting ¢; = p, we obtaina
consenative estimateof the reliability. From Equation(6),
m¢(z) canbeestimatedas

e(2) = ies(a)[1 — G2 (i) (13)

whereé; (i) is the ax (%) in Equation(4) with p and ay (%)
replacedoy their estimate® anddg, respectiely.

To estimateR, in Equation(7), we canusea random
samplefrom X accordingto thedistribution function ¢(z).
If W is asampletaken,thenR; canbe estimatedy

. 1 )

R, = i Mzwm(x) (14)
where|W | denoteghe samplesizeof W. Sometimest is
morecorvenientto take a samplewhentheinput spaceX
is partitionedaccordingto differentapplications.Let L be
the numberof partitions,and ¢;, be the the frequeng of
partition k being selectedand R; (k) be the reliability for
theinput from this partition. Thenthe overall reliability of
the softwareis

L
Ry = ¢iRe(k). (15)
k=1

If a randomsamplefrom eachpartition is taken, thenan
estimatefor R, (k), denotedoy R:(k), canbe computedby
Equation(14),and R; canbe estimatedy

L
Ry =" ¢rRi(k). (16)
k=1

Sincea changein the operationabprofile is equivalentto a
changeof ¢y, thereliability of any givenoperationaprofile
with {¢} }£_, canbeestimatecby

L
Ry =) ¢l (k)
k=1
without additionalsamplingor testing.

3.4 A numerical example

A simplenumericalexampleis usedto explain how our
methodworks. Supposea programcontains1000 blocks
(i.e. N = 1000) with 50 faultsinjected. Assumealsothat
afterthetesting40 faultsweredetectedvith anaverageof
5 testsandthe remainingl0 faultswerenot detectedgach
after 60 tests. To use Equation(8), we have my = 50,
ro=40,37 v =40 x5 = 200, and} " |, v =
60 x 10 = 600. Thus

40 _
200 + 600

In other words, the probability of detectinga fault each
time the block is executedis 0.05. Supposewhen the
sametestingstratgy, asthatin estimatingp, wasusedto

testthe program,20 faultswere detectedafter running 75
testcases. Supposeyy, the prior probability that a block
containingan error, is the samefor all the blocks and it

is unknovn. Now further supposehat the probability of

eachblock being executedis the same(i.e. all blocksare
equally accessibleo all the inputs) and on averageeach
test caseexecutes600 blocks. Theneachblock is tested
nT = 75 x 600/1000 = 45 times.By Equation(10),

20
1000(1 — (1 — 0.05)%)
= 0.0222.

p= 0.05.

A

Qg =

This impliesthattherewerelikely 0.0222 x 1000 = 22.2
faulty blocksinitially. Sinceeachblock is tested45 times,
a4 (i) in Equation(4) becomes

0.0222 x (1 — 0.05)*5
1 —0.0222 + 0.0222(1 — 0.05)*5
= 0.00225.

Ol (Z) =

This meangherewould likely be 1000 x 0.002253 = 2.25
faultsleft in the program. The number2.25is consistent



with the initial 22.2 faults minus 20 detectedones. Since
eachtest executesapproximately600 blocks, from Equa-
tion (13) we have

#e(x) = (1 —0.00225 x 0.05)%%
0.9346.

Becausewe assumeall blocks have the sameaqy and are
testedequally 7, (z) is independentf z. Therefore &, =
7t(xz) = 0.9346. This low reliability canbe dueto the low
testability(p = 0.05) or alow testeffort (only 75testcases).
If thetesteffort in termsof the numberof testsexecuteds
doubledwhile all the other parametersre kept the same,
thereliability is increasedo 0.994.

Note that testabilityandtesteffort arenot the only fac-
torswhich affect the reliability estimation.Therelationbe-
tweenhow aprogramis testedandhow it will beuseds also
important. Table 1 showvs how reliability estimationvaries
at differentscenarioswith the sameassumptioras before,
thatis, 1000blocks, 75 testcases20 faults detectedand
approximately600 blocksbeingexecutedby eachtestrun.
Assumealsothateachrunin the operationprofile executes
about600 blocks. Thefirst threescenariogthe first three
rows, notincludingthe headerof Table1) suggesthatre-
liability is stronglyaffectedby testability As testabilityin-
creasesreliability increaseprovided otherfactorsremain
unchanged. Thelastfour scenariogthe bottomfour rows
of Table1) shawv theimportanceof relationbetweertesting
andusage. Although the total numberof blocks executed
(the block coverage)is the same,in the third scenarioev-
ery block is executed45 times, whereadn the otherthree
scenarioshalf of the blocks are executed75 timesandthe
otherhalf areonly executedl5 times. As aresult,thereli-
abilities aredifferent. Whenblocks are executedthe same
way in testingasthey areusedin theoperationaprofile (the
lastrow of Tablel), the softwarehasa higherreliability. In
short,it is clearthatreliability cannotbe estimatedy using
only theinformationof how muchtestingeffort is spentand
how mary faultsaredetected.Therelationbetweerhow a
programis testedand how it is usedmustalso be consid-
ered.

3.5 Extensionto many typesof faults

Different typesof faults have different ordersof diffi-
culty of beingdetected?25]; thereforewe needto relaxthe
assumptiorthat a single testability p appliesfor all types
of faults. Let therebe K typesof faults,classifiedaccord-
ing to their testability For agiventype j, the testabilityp;
canbe estimatedoy Equation(8) with my, r, v;, andv;"

21n general aftera programhaspassed seriesof testswith no failed
testcaseshigh testabilityimplies high reliability. However, in someun-
usualcasessdiscussedn [1], if faultsarestill not detectedvhentesting
stops,a high valueof testabilityimpliesa moreunreliableprogram.

being the testingresultsfor the jth type of faultsinjected
into the program. Let the estimatedvaluebe p;. To esti-
matethe prior probability a (i) of having jth type of fault
in block ¢, Equation(9) canbe usedby replacingp with p;
andletting s be the numberof jth type of faultsdetected.
Let the estimatebe éq (7). Substitutingp by p; anda ()
by &0 (4); in Equation(4), we obtainthe probabilitythatthe
ith block hasjth type of fault after testing. Let it be de-
notedasd (¢);. By thecompetenprogrammemssumption
(i.e. thechanceof having two or morefaultsin oneblockis
negligibly small),we have

K
#1(2) = Mies(a) [1 = Y (i) ;5] (17)
j=1

Equationg(14) and(16) for R, arethe same.For a highly
reliable program,all the valuesa, (i) ;p; aresmall, andin
this caseEquation(17) canbe approximatedy

e(m) =1 =) [1 = Mies()(1 — 6u(i);;)]  (18)

j=1

Or, equivalently, the overall failure rateis the sum of the
individualfailureratesof eachtype of fault.

To continueour previousexample supposéherearetwo
typesof faultsandour testingstrateyy givesp, = 0.15 and
po = 0.01. Supposédhatafter 75 testcasesareusedto test
the program,20 Type 1 faultsandthreeType 2 faultsare
detected.Again, we assumehe probability of eachblock
beingexecuteds the samein boththetestingphaseandin
the operationalprofile. Thenthefailure ratedueto a Type
1 fault is 0.0012as computedin Table 1. Following the
samestepsof computation,the failure rate dueto type 2
faultsis 0.031.Thus,thetotalfailurerateis 0.0012+ 0.031
= 0.0322andthe correspondingeliability is 0.9678. This
resultagreewith theintuition thatthehard-to-findfaultsare
moreresponsibldor the future failurethanthe easy-to-find
ones.

4 A CaseStudy

We next presenta casestudyto shov themeritsof using
our method.

4.1 Description of the experiments

An application developed for the European Space
Ageng/ wasused. This application,written in C, has135
functionswith 6107executabldinesof codein 2970blocks.
Hereaftey we refer to this applicationas Space. In this
casestudy insteadof usingblockswhich arenumerousye
choseeachfunctionasa basicreliability unit. This reflects



Table 1. Reliability estimation at different scenarios as discussed in Section 3.4

Testability | How blocks How blocksareexecuted | Reliability Failurerate
p aretested in the operationaprofile Ry 1-R,
0.01 allnf =457 | uniform® 0.8770 0.1230
0.05 all n:" =45 uniform 0.9345 0.0655
0.15 all nj‘ =45 uniform 0.9987 0.0013
0.15 halfn} = 75% | uniform 0.9197 0.0803
halfn} = 15

0.15 halfnz' =175 Only theleasttested 0.8697 0.1303
halfn} = 15 blocksareexecuted

0.15 halfn;" =175 sameashow they 0.9728 0.0272
halfn} =15 aretested

TEverytestedblock is executed45 times.

Half of thetestedblocksareexecuted?5 timesandthe otherhalf areonly executedl5 times.
8 Thenotation“uniform” meanshe probability of eachblock beingexecutedis the same.

theflexibility of ourmethodn thatit canappliedatdifferent
granularitylevels.

To obtainanoperationaprofile for Space weidentified
thepossiblefunctionsof theprogramandgenerate@graph
capturingthe connectvity of thesefunctions. And to esti-
matetheir occurrencerobability, eacharcin thegraphwas
assigned transitionprobability determinedby interview-
ing the programusers.

Basedon this profile, 90 distincttestsets,eachcontain-
ing 200 distinct test caseswere randomly generated.In
generatingheserandomtestsets,we useddifferentinitial
seeds.Thiswasdoneto ensurethattestcasesn everyran-
domtestsetweredranvn from a differentindependentan-
dom sequence.Threetestingstratgjies were thenusedto
remove redundantestsfrom thesesetsbasedon the block,
decisionandall-usescoveragerespectiely. In eachof the
firstthirty testsetsascreeningvasconductedy discarding
atestcasdf it couldnotcoveratleastoneblockthatwasnot
alreadycovered.This guaranteedhateachconsequentest
casewasnot redundanin termsof block coverage. How-
ever, we did not re-examinewhetherthe previoustestcases
werestill necessaryi.e. onceatestcasewasincludedin a
testset,it wasnotexcludeddueto theinclusionof any nen
testcases).Testsetsso generatedare referredto asblock
testsandasT B;, 1 < i < 30. Similarly, testcasedn the
next thirty testsetsandthelastthirty testsetswerefiltered
by usingdecisionandall-usescoverage respectiely. We
refer to thesetest setsas decisiontestsand all-usestests
andcall themT D; andT' 4;, 1 < i < 30, respectrely. The
traceof all blocks,functions,andfiles executedduringthe
testingwasrecordedwith a testingcoveragemeasurement
tool calledATAC [12].

A setof 16 faultsfor Space, obtainedfrom the error
log maintainedduringtherealtestingandintegrationphase
of this program,wasusedin this study For corvenience,
eachfault hasbeennumberedas Fk wherethe integer k
(1 < k < 16) denoteghe fault number This numberdoes

notindicatethe orderin which faultsweredetectedduring
experimentationA descriptionof thesefaultscanbe found
in [29]. Thesel6 faults were randomlydivided into two
groups.Onegrouphadtenfaultsandthe othergroupcon-
tainedthe remainingsix. Suchdivision was performed90
timeswith a differentinitial seedusedeachtime. Therea-
sonis the sameas explainedin the previous paragrapho
ensurethat faultswere divided by a differentindependent
randomsequence.The resultinggroupsare referredto as
F A; (with tenfaults)and F' B; (with six faults),1 <4 < 90,
respectiely. Anotherwayto cateyorizethesel6faultsis by
their difficulty of beingdetected.Thoseeasyfaultswith p
values(the estimatedestabilityusingEquation(8)) greater
than,or equalto, 0.25areclassifiedas Type 1 faults. And
thosedifficult faultswith p valueslessthan0.25areclassi-
fied asType2 faults.

The experimentsconductedasa part of this studyhave the
following pattern:

e Step 1. Using Equation(8) to estimatethe testability
p. Onegroupof faultsin F/A4;, 1 < ¢ < 90 werein-
jected,oneatatime, into the Space programasmu-
tantsthat werethentestedagainsta testset. The first
thirty groupsweretestedagainstblock tests,the next
thirty againstdecisiontests,andthe lastthirty against
all-usegests.For example faultsin F' A3, weretested
againstT'D; andfaultsin F Ags were testedagainst
T As. Eachpair of a fault groupanda testsetis re-
gardedas a separatexperiment. All togetherthere
were 90 experiments.Table?2 lists the testabilitieses-
timatedfor faultsin F'A; usingall the 48 testsin test
setT B;. Theaverageestimatedestabilityoverthe 90
experimentsfor faultsin Type 1 and Type 2 is 0.440
and0.044 respectiely.

e Step 2: Using Equations(4) and (9) to estimatethe
probabilityfor theith functioncontainingthe jth type
of fault &:(¢),;. Similarto Stepl exceptthatfaultsin



Table 2. Estimated testability using test set 7' B (with 48 test

cases) on faults in F'A;

Fault | Type | Numberoftimes | Numberoftimes | Testability
thatthefault thatthefault Dj
wasexecuted wasdetected

F2 1 3 2 0.67
F3 1 7 4 0.57
F5 2 36 5 0.14
F6 2 29 5 0.17
F8 2 25 3 0.12
F9 1 5 3 0.60

F12 1 9 6 0.67

F13 1 20 14 0.70

F15 2 48 1 0.02

F16 2 5 0 0.00

FB;, 1 < i < 90 wereused. For the purposeof il-
lustration,samplef thedatasetcollectedusingT B,
andF'B; areshown in Table3. For example,function
angcl aus hasaprobability0.0001to containa Type
1 fault and a probability 0.0242to containa Type 2
fault.

e Step3: Using Equationg13) and(14) to estimatethe
reliability R;. A randomsamplewith 200distincttest
casesaccordingo the operationaprofile asexplained
in the beginning of this section(Secondparagraphof
Sectiond.1)wasused.

Table 3. Estimated probability obtained using test set 1" By
and faults in F'Bj for functions containing a Type 1 or a Type
2 fault. Due to a space limitation, only ten of the 135 functions
in Space were listed.

Function | &;(4)1 Gy ()2
addscan 0.0000 | 0.0022
adremdef| 0.0000 | 0.0013
ampunit 0.0000 | 0.0012
amp\al 0.0000 | 0.0002
angclaus | 0.0001 | 0.0242
angledir 0.0004 | 0.0442
anglerot 0.0001 | 0.0141
angstep | 0.0001 | 0.0101
angunit 0.0000 | 0.0021
ang\al 0.0000 | 0.0011

4.2 Resultsand Analysis

In Equation(6), we assumefaults are independente-
gardlessof the existenceof otherfaults? As a result,the

3This statementannotbeconsideredruein generacasesHowever, if
oneacceptghe competenprogrammeiassumptiorthis becomes minor
problem, since programsunderthis assumptiorhave usually only a few
sparsefaults. This restrictionneedsto be further investigatedand addi-
tional effort is neededo relaxit.

chanceof thesefaultsinterferingwith eachotheris small.

Table8 shows ¢, the revealability of Fault F1, whenit is

injectedin Space togethemwith a groupof five othersran-

domly selectedrom the remainingl5 faults. Eachexperi-

mentin this tableusesa differentsetof five faultsselected
from a differentindependentandomsequence The num-

berof timesthatF1 wasrevealedis in column2, the num-

ber of timesthe function which containsF1 wastestedis

in column 3, andthe correspondingevealabilityis in col-

umn4. Fromthesedata,it is cleartheserevealabilitiesare
very similar. A statisticaltest (chi-squaretest) shavs the

revealabilitiesareindeedvery similar with a p-valueequal
to 0.780.Thesameexperimentsvererepeatedor theother
15faults.Noneof themshaws ary significantinteraction.

Table 4. Revealability of F1 when it was injected each time
with other five randomly chosen faults

Experiment | Numberof times | Numberof times Revealability
revealed tested
1 5 8 0.625
2 3 6 0.500
3 6 9 0.667
4 5 8 0.625
5 6 13 0.461
6 6 6 1.000
7 8 [} 1.000
8 7 8 0.875
9 8 12 0.750
10 5 7 0.714
11 5 8 0.625
12 3 6 0.500
13 6 11 0.545
14 3 4 0.750
15 6 9 0.667
16 6 8 0.750
17 6 10 0.600
18 6 9 0.667
19 3 5 0.600
20 8 11 0.727
21 7 10 0.700
Sum:119 Sum:176 Average:0.676

The averagetestabilitiesp usingEquation(8), of the 16
faultswith respectto all 30 block tests,decisiontestsand
all-usestestsarein Table5. Therevealabilities,§ alsous-
ing Equation(8), of thesefaults basedon inputs selected
randomlyfrom the operationprofile arein the 5th column
of Table5 aswell. Resultsfrom the two samplepropor
tional testwhich examineswhetherp andg arestatistically
differentfor eachfault arein the lastcolumn. If 0.05level
of significancds used,our datain Table5 indicatethatthe
revealability andthe testability are not significantly differ-
entexceptfor F5, F6, F8, F9, andF10. Whenall the 16
faultsare consideredogether asshawn in the lastrow of
Table5, ¢ (0.187)is lessthanp with respecto block tests
(0.219),decisiontests(0.218)andall-usegests(0.213),but
the differenceis small. Hence,by assumingy; = p asin
Equation(13), we canobtaina consenrative estimateof the



reliability.

Table 5. Comparison of testability () and revealability (q)

Fault Averagep with respecto g p-value
blocktests | decisiontests | all-usedests
F1 0.684 0.640 0.670 0.676 0.930
F2 0.830 0.793 0.843 0.764 | 0.626
F3 0.522 0.455 0.367 0.470 | 0.101
F4 1.000 1.000 1.000 1.000 1.000
F5 0.105 0.112 0.086 0.050 | 0.001
F6 0.111 0.097 0.089 0.071 0.051
F7 1.000 1.000 1.000 1.000 1.000
F8 0.048 0.080 0.066 0.044 | 0.019
F9 0.729 0.746 0.776 0.873 0.039
F10 0.754 0.723 0.742 0.901 0.002
F11 0.192 0.160 0.222 0.172 0.701
F12 0.582 0.581 0.597 0.688 0.067
F13 0.669 0.654 0.698 0.688 0.314
F14 0.076 0.124 0.114 0.073 0.308
F15 0.022 0.027 0.021 0.016 0.058
F16 0.015 0.027 0.040 0.041 0.774
Average 0.219 0.218 0.213 0.187 0.001

We next comparethe reliability estimatedoy usingour
methodwith that from Musa’s Basicexecutionmodeland
the logarithmic Poisson(LP) model[20]. The reasonfor
choserthesewo modelsaregivenin AppendixB. Sincewe
know the real reliability R after delugging, we first com-
pareA = |R — R|, where R is an estimateby wharever
the methodswe areinterested.For the 30 block, decision,
andall-usescasedestedanddehugged the timesthat (14)
hasa smallerA thantheothermethodsaregivenin Table7.
Whenall the 90 testsetsare consideredogether the win-
ning ratio of our methodis 88:2 over Musa’s basicmodel
and59:31over Musas LP model. They are both statisti-
cally significantat the 0.01 level (p-value< 0.01). From
theseobsenations,it is clearthatour methodis better

To checkthe detailedperformancef A = | — R|, the
log failureratio

1-R

A = logy, (

is used.Thereasoris thatA = |R— R| is notafair formula
to summarizaifferentreliability discrepancieskor exam-
ple, R = 0.90 being estimatedas 0.89 with a difference
0.01looks muchworsethan R = 0.999 beingestimateds
0.995with a difference0.004.However, thisis notthecase
from thefailureratepoint of view. In theformerthefailure
rateequalsl.00- 0.90= 0.10beingestimateds0.11which

is 10% overestimatedwhereadn the latter the failure rate
equals0.001beingestimatedas0.005which is four times
(i.e. 400%)overestimated Relative error|R — R|/R and
relativefailureratediscrepany |R — R|/(1 — R) alsohave

asimilar problem. Thevalue10~* is usedwhenR = 1 to

avoid a0 denominatar

When Equation(19) is used,the ideal caseis R equals
R which givesa zerovalueto A. Otherwise the largerthe
|Al, the worsethe estimateof R. If R is greaterthan R
(i.e. overestimatingthe reliability or underestimatinghe
failurerate),then\ is lessthanzero. Similarly, if Risless
thanR (i.e. underestimatinghe reliability or overestimat-
ing the failure rate), then X is greaterthanzero. The log
failureratiosof theestimatedeliabilitieswith respecto the
true reliabilitiesusingour method Musa’s basicmodeland
Musa’s LP modelwere computedby using Equation(19).
Themeanvaluesandthestandardieviationsfor A aregiven
in Table4.2. Thesedatasuggesthatall threemethodsare
biasedtoward overestimatinghefailurerates(i.e. giving a
consenative estimatedeliability). Oneexplanationis that
if a programhasonly a few faults, after good testingand
dehugging, it is possiblethat all the faults have beenre-
moved. This makesthe reliability equall, but this factis
difficult to confirm by limited testing. From Table4.2, we
alsoobsenethatthe meanvalueof our methodin eachcase
is smallerthanthat of Musa’s methodswhich implies our
methodprovidesa moreaccurateestimatedeliability.

Table 6. Number of wins based on using |R — R)| of our
method over two Musa’s models

Musas basicmodefl | Musas LP Model
block tests 28/30 17/30
decisiontests 30/30 20/30
all-usegests 30/30 22/30

TOurmethodis betteratthe 0.01level of significance.
*Ourmethodis betteratthe 0.05level of significancesxcept
for theentry“17/30".

Table 7. Mean values and standard deviations of log failure
ratios in Equation 19

with respecto all 30 block tests

Ourmethod | Musasbasicmodel | MusasLP Model
meanvalue 0.552 1.500 0.678
std.dev. 1.111 1.041 1.136

with respecto all 30 decisiontests

Ourmethod | Musasbasicmodel | MusasLP Model
meanvalue 0.406 1.435 0.675
std.dev. 0.914 0.908 0.967
with respecto all 30 all-usegtests
Ourmethod | Musasbasicmodel | MusasLP Model
meanvalue 0.399 1.481 0.614
std.dev. 1.099 1.016 1.208




5 Concluding Remarks

This papermpresentsa methodfor estimatingsoftwarere-
liability basedon theevaluationof programtestability The
methodis morerefinedthancorventionalsoftwarereliabil-
ity growth modelsbecausét takesinto accounicharacteris-
tics of the modelledprocesghat are not consideredy the
latter Thesecharacteristicairethe programtestabilityand
the structuralor functional coverageobtainedduring test-
ing. Oncetestabilityhasbeenestimatedthe applicationof
our methoddoesnot requiremore effort thando ordinary
reliability growth models. We reportan applicationof our
methodto a real software system.Within the limits of this
specificapplication our methodhasshown betterpredictive
ability whencomparedvith corventionalreliability growth
models.

We considerthis work a stepin the direction of using
testabilityto estimatesoftwarereliability. Someproblems
arestill unsohedandneedfurtherresearche.g.,to extend
the currentpoint estimationto interval estimation.Certain
assumptionssuchastheindependencef faults,needto be
relaxed in orderto make the methodgenerallyacceptable.
Ourfuturedirectionincludestheseaspectsaswell asacon-
siderationof animperfectoracleandfaultsthatcanonly be
detectedwhen somecombinationsof blocks are executed
eitherin the sameexecutionor differentexecutions.
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Appendix A: Derivation of Equations (4), (8)
and (9)

Equation(4): Let SPT=astatemenpassed; tests SC=the
statemenis correct,andSF=the statemenis faulty. Then

= P(SF|SPT)
P(SF N SPT)
P(SPT)
P(SPT|SF)P(SF)
P(SPT|SF)P(SF) + P(SPT|SC)P(SC)

Since P(SF) ag(i), P(SC) 1 — ap(i),
P(SPT|SF)= (1—p)™,andP(SPT|SC) = 1, wehave
Equation(4).

Equation(8): Thelikelihoodfunctionis

r my
tao) = [Ja-»""" [ -7

i=1 i=s+1

Takinglog ontheright sideanddifferentiatingwith respect
to p and settingthe derivative to 0, the solutionis Equa-
tion (8).

Equation(9): thelikelihoodequationof detectings blocks
with faultsattestsny, ns, ..., ng, respectiely, is

N-—s
p)"7'p [T 101 = o) + o1 = p)"7]

i=1

L) = H ao(l —

Takinglog ontheright sideanddifferentiatingwith respect
to a, settingthederivative to 0, andassumingyy (i) = ao,
we have Equation(9)

Appendix B: Choice of Modelsfor
Comparison



It is widely acceptedhat no model can be considered
appropriatein all applications[1]. Best modelsfor hav-
ing future predictionsfrom specificdatamustbe selected
by analysingthe accurayg of pastpredictionson the same
data. We selectedfor comparisonthe model offering the
bestfit with theavailableinterfailuredata. The modelaccu-
ragy wasevaluatedusing CASRE[4] that providesseveral
analysistechniquesWe selectedasindicators:prequential
likelihood, bias, noiseandtrend. Use of thesetechniques
hasbeenproposedn [3] andthey aredescribedn detailin
[2]. Six modelswere appliedto the 90 datasets,but the
limited numberof failuresof eachdatasetandthe charac-
teristicsof theinterfailuredatareducedhe numberof appli-
cablemodelsto thefollowing four: Geometrid5], Jelinsky
Moranda[6], Musabasic[7, 8] andMusaOkumoto[7, 8].
The assumptionsf thesemodelsaredescribedn detailin
[2]. Tablel shawsthe averageof theindicators,over most
of the 90 datasets(not all the modelswere applicableto
all the datasets). Thetable shawvs alsothe goodness-to-fit
of the modelsusing the Kolmogoror distance. The Kol-
mogoror distances a measureof the discrepang between
the samplecumulative distribution functionandthe model.
It is usedto testthehypothesesl,: themodelhasnolackof
fit to thedataagainsthealternatve H; : themodelhaslack
of fit to the data. Only the two Musa’s modelscanclaim
no lack of fit at 0.05 significancelevel. They areusedfor
comparisonsvith the our method.

Table 8. Prediction Accuracy of Models
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Model Prequential | Bias Noise Trend Goodnestgo fit test
Likelihood Kolm. Dist. | Sign.at0.05

Geometric 9.584e+0 5.654e-1 | 1.826e-1| 5.418e-0 6.045e-1 yes

Jelinsky Moranda | 9.604e+0 5.332e-1 | 2.274e-1| 5.510e-0 5.930e-1 yes

Musabasic 1.050e+1 6.607e-1| 4.307e-1| 5.58006e-0| 3.317e-1 no

MusalLP 1.047e+1 5.553e-1| 3.122e-1| 5.555e-0 4.213e-1 no
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