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Abstract

Thepurposeof this report is to implementtheideaof using
testability to estimatesoftware reliability. Thebasicsteps
involveestimatingtestability, evaluatinghowwell software
waswritten,andassessingtherelationshipbetweentesting
andusage. Resultsfromthesestepsalongwith operational
profilesare usedto estimatesoftware reliability. This pa-
per describesan applicationof this methodto evaluatethe
reliability of a real software systemof about6000lines of
executablecodeanddiscussestheresultsof such anestima-
tion. Theresultsare alsocomparedwith thoseobtainedby
usingtwo reliability growthmodels.

Keywords: softwaretesting, softwarereliability, testability,
fault detection

1 Intr oduction

Many recentstudieshaveconsideredsoftwarereliability
from the point of view of testability. This is quite differ-
ent from theapproachtakenby conventionalsoftwarereli-
ability growth models. Thesemodelsdo not take into ac-
count important information that canbe derived from the
relationshipbetweentestingandsoftwareexecution,such
as the coverage(structuralor functional) obtainedduring
testing.Recentresearch[26] hasshown astrongcorrelation
betweenreliability andcoveragecriteria,althoughit is very
difficult to quantify this relation. Dalal et al. [6] examined
this relationshipbetweenunit-teststatementcoverageand
system-testfaultslaterattributedto thoseunits.Piwowarsky
et al. [23] observed that fault removal rate andcodecov-
erageare closely relatedby a somewhat linear function.
Malaiya et al. confirmedthis relationship[15] and pro-
poseda new modelto relatetestcoverageto softwarerelia-
bility [17]. Del Frateetal. [10] investigatedtherelationship
betweencoverageand reliability in an experimentalcon-
text, usingseveral real programsseededwith artificial and

real faults. In their extensive experimentsa clearpositive,
almostlinearrelation,betweencoverageandreliability was
found in all theprogramsconsidered,independentof their
size, the fault distribution and the coveragecriterion used
(statements,blocks, branches,c-usesand p-uses). Chen,
Lyu andWong [3, 4] also introduceda techniquethat in-
corporatestest coveragemeasurementinto the estimation
of softwarereliability.

On theotherhand,mostconventionalreliability growth
modelsarebasedon theassumptionthatsoftwareis tested
with testcasesselectedrandomlyaccordingto its futureop-
erative usage.Unfortunately, this assumptionis often not
realistic[30]. Testengineersmayprefercompletelydiffer-
enttestingstrategiesto randomtesting.This is becauseran-
domtestselectionmaymisscertainspecialtestcaseswhich
areeffective in detectingfaults. Informationobtainedfrom
thesedifferent testingstrategies is not usedby reliability
growth models.

Another point worth noting is that even thougha few
studies[9, 11] reportedthat randomtestingcanbe aseffi-
cientasothertestingstrategies,this is still debatable.

To verify whethera non-randomtestsetis indeedbetter,
we needto measureits fault-detectionefficiency. Voaset
al. [28] andBertolinoandStrigini [1] definedtestabilityas
the probability that a faulty programis detectedby taking
inputsfrom acertaininputdistribution. While Howdenand
Huang[13] definedthedetectabilityastheprobability that
thetestingmethodwill detecta fault in a randomlyselected
program,giventhat theprogramcontainsfaults. Thereare
alsomany lessformalevaluationsof testability(e.g.in [18,
22]). Regardlesshow testability is defined,onecaneasily
senseits usefulness.If a testingstrategy hasa high fault
detectability, it is a goodstrategy; andsoftware testedby
usingthis strategy with goodstandingis morelikely to be
reliable.

Although the studiescited above have envisionedthis
greatpotential,it hasnot beenappliedto real world soft-
ware.How canthetestabilitybeestimatedin practice?How
canit beusedin reliability estimationif thetestsetis not a



randomsamplefrom anoperationalprofile?Thepurposeof
our studywasto apply the conceptof testabilityto white-
box testingandreliability estimation.A few gapsbetween
theoryandpracticewerefilled by usingreasonableassump-
tions.Resultsof anapplicationof ourmethodarediscussed
andcomparedwith thoseobtainedby usingtwo reliability
growth models.

Theremainderof thispaperis organizedasfollows. Sec-
tion 2 explainsourmethodology. Section3 givesa descrip-
tion of how parameterscanbeestimatedfollowedby a nu-
mericalexample. Section4 presentsa casestudyto show
themeritsof usingour method.Our conclusionandthedi-
rectionof futureresearchappearin Section5.

2 GeneralConceptsand Definitions

The testabilityof a programcanbe viewed asthe like-
lihood of a programfailing if it containsat leastonefault.
BertolinoandStrigini [1] definetestabilityas���������
	���
�� �

P� reject� prob.distributionof inputs,

oracle,faulty� (1)

with the assumptionthat the oracleis not perfectin that it
mayrejectacorrectexecutionor acceptanincorrectexecu-
tion. Voaset al. [28], on the otherhand,definetestability
without takingoracleinto accountas���������
	���� �

P� reject� prob.distributionof inputs,

faulty� (2)

If theoracleisaperfectI/O oracle,then
���������
	 ��
��

is equal
to
���������
	 ���

for a given distribution of the inputs. We
follow Voas’s assumptionthat the programunderstudy is
memory-lessandits testoutcomecanbepreciselydecided
by comparingits outputsagainstthe specification.In this
paper, the “prob.distribution of inputs” is taken according
to eitherthetestingstrategy duringthetestingphaseor the
operationalprofile during the usagephase.The former is
usedto computethe testabilityandthelatterfor the reveal-
ability.

In this sectionandthe next section(Section3: Estima-
tion), weexplainourmethodby measuringtestabilityat the
basicblock level ratherthantheentireprogram.However,
our methodcanbe appliedat otherunits suchasa single
function,agroupof functions,afile, or agroupof files,and
not only at theblock level (i.e. althoughthederivationsof
theseequationslistedbelow is donewith respectto blocks,
they alsowork atdifferentgranularitylevel). Ourderivation
is basedon theconceptthateachunit containsat mostone
fault, or at mostonefault of eachkind whenthe faultsare
classifiedinto categories.Thus,thenumberof unitsshould
bemadeassmallaspossiblesolongasthetesterthink that

theatmostonefaultperunit assumptionis valid. Two many
units makes the computationmessyaswe will seenfrom
theestimationformulae.An exampleof this is in our case
studyin Section4 whereeachfunctionis chosenasa basic
reliability unit.

Let the programbe partitionedinto � disjoint blocks.
Our definitionof Equation(1) is��� � �! � reject� block " is executedbasedon

a testingstrategy, faulty� (3)

where��� is the testability for the " th block. Thestatement
thatblock " is rejectedis equivalentto that thefault in this
block is detected.Thetestability ��� is contingentuponthe
execuationof block " becauseif block " in (3) is not exe-
cuted,its faultystatuscannotbedetermined.However, even
if the block is faulty andexecutedin testing,thereis only
a probability that the fault canbe discovered. Obviously,� � dependson the block contentsand the testingstrategy.
In theory, if eachblock is testedlong enough,we should
beableto estimateall the � � ’s, but in practice,with a lim-
ited amountof testing,we have to groupblocksinto a few
typesandassumethat the sametypesof blockssharethe
same�#� . For thepurposeof explanation,we usea single �
to representthe testabilityfor all theblocks. Althoughthe
extensionfrom a single� to multiple � ’s is straightforward,
the complexity in notationdetractsfrom the discussionof
thebasicideas.Multiple ��� appearsin Section3.5.

With an approachsimilar to the oneproposedin [1], if
block " hasbeentested$ � times without failure, then the
probabilitythatit is faulty is%'&�( "*),+ %'-.( "�) (�/�01� )�243/�05%'-.( "�)76 %'-.( "�) (8/�09� ) 2 3 (4)

where %'-.( "�) is the prior probability beforetestingthat the" th block is faulty. A proof is given in the appendixA.
Equation(4) canalsobe usedfor a block that needsto be
debugged. Although we do not assumethat sucha block
will beperfectafterdebugging,we assumethatit is at least
as good as thosewhich have beentestedwithout failure.
Though �;:</ is an undesirablepropertyin testing,it oc-
cursin practicebecausewe cannever expectthatall faults
will bedetectedafterall theblocksareexecutedonce.We
definetherevealabilityof block " as=>� � �! � reject� block " is executedbasedon

theusers’operationalprofile, faulty� (5)

whereblock " is rejectedif it producesanincorrectoutput.
Althoughtestingmaynot requireanoperationalprofile,the
reliability of aprogrammustdependontheoperationalpro-
file of aparticularapplication.Let theoperationalprofilebe
denotedby ( ? , @ (BA ) ) where ? containsall the inputsand
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@ (BA ) is the distribution of how frequently ADC ? is used.
Suppose= � and % & ( "�) have beenestimated.Basedon this,
theprobabilitythatinput A will producea correctoutputisE & (FA )G+;H �JI �LKJM�N�O /P05% & ( "*) = �BQ (6)

where R (FA ) containsall the blocks executedby input A .
Equation(6) assumesthatall blocksactindependentlyfrom
the point of view of reliability. Counterexamplesagainst
theindependenceassumptioncanbeconstructed,but it can
beconsideredthefirst degreeapproximation.Malfunction-
ing amongcomponentshasalsobeenassumedindependent
in mosthardwareassemblyandsoftwaredataflow analy-
sis [5, 16, 24]. For an operationalprofile ( ? , @ (BA ) ), the
reliability expressedastheprobabilityof having no failure
in thenext execution,isS & + T.U E & (FA )8@ (FA )�V A'W (7)

Equation(7) shouldbeinterpretedastheLebesgueintegral,
I.e., if theinput domaincontainsonly finite numberof pos-
sibleinputs,onecanreplacetheintegral in Equation(7) by
summation.To estimate

S & , we needto know � , % - ( "�) , =�� ,R (FA ) and @ (FA ) . Detailsof this methodaredescribedin the
next section.

3 Estimation

In this section,we explain how � , %X-Y( "�) and
S & for a

given ( ?[Z\@ (FA )8) can be estimated. A numericalexample
is provided to elucidatetheseestimations. Onceagaina
single� is usedin thebeginning.Sincewework with white-
box testing,we assumethat the testerhasa tool suchas
ATAC [12] whichcanrecordall theexecutedblocksin each
test.

3.1 Estimation of �
To estimate� , we follow the suggestionin [27] using

“seeded”faults (i.e. mutants). Commonfault typesde-
scribedin [2, 8, 14] wereinjectedinto blocks.Earlierstud-
ies[7, 21] indicatedthatthereis agreatconsistency between
errorsgeneratedby thesefirst-ordermutation-likefaultsand
by realfaults.In addition,thesesimplefaultscancreateer-
roneousbehaviorsascomplex asthoseidentifiedfor thereal
faults.Nevertheless,wearealsoawareof somecritiquesof
usingthisapproachasdiscussedin [1]. To respondto some
of theconcerns,acasestudyusingaspaceapplicationwith
realfaultsrecordedin theerror-log is presentedin Section4
to show that,at leastin thisexample,ourmethodis not lim-
itedby theconstraintsof mutationtesting.

As in mutationtesting,thecorrectoutputof theprogram
is not needed.A comparisonof the outputsfrom the non-
mutantandthe mutantprogramsis sufficient to determine

whetheramutantcanbekilled (detected).If theoutputsdis-
agree,thenthemutantis killed. Otherwise,it is still alive. It
is possiblethatsomemutantsarestill aliveaftera longtime
of testing,but time and/orbudgetconstraintsdo not allow
moretesting.

The averagenumberof tests required to detect these
faults(i.e. kill thesemutants)canbe estimated.Suppose,
on theaverage,it takes ] passesto discover a faulty block,
then � , definedin Equation(3), canbe roughly estimated
as ^� + /�_ ] . ` More rigorously, let acb be thetotal number
of faultsinjected,that is, thetotal numberof mutantsto be
killed. Of these,

 
faultsaredetectedduringthetestingandacb 0  remainundetected.Let ]�d be the averagenumber

of test casesusedto detectthe e th fault, e;+ / Z\fgZ>h�h>h�Z  ,
and ]
ij i ` Z�h>h�h>Z\] ik�l , be the numberof test casesexecuted
for testingthoselive mutantswhenthe testingstops. The
maximumlikelihoodestimateof thetestability� will be^� +  m j�on ` ] � 6 m k ld n j i ` ] id W (8)

Thederivationis givenin AppendixA. Once� is estimated,
all theinjectedfaultsareremovedandthesametestingstrat-
egy is now usedto testanddebug theprogram.

3.2 Estimation of % - ( "�)
The prior probability %X-p( "�) can be either known from

previoustestingandusage,or unknown. In the lattercase,
we first assume% - ( "�)G+ % - for all " ’swith respectto a sin-
gle � . Theassumptionon single % - will alsoberelaxedin
Section3.5. Intuitively, % - is relatedto how well the pro-
gramwaswritten. Its estimatedependson thetestingeffort
and the numberof faults found during the testing. For a
givenblock,theprobabilitythata fault in it will bedetected
at the $ th testis %X-Y(8/�0[� )�2.q7` � , where� is the testability.
Similarly, theprobabilitythatnofault is foundin thatblock
after $ testsis (8/�0r%X- )X6 %X-Y(8/�09� )�2 W

Supposethereare � blocksin theprogramand
�

of them
havebeendetectedwith faults.Let therestof � 0 � blocks,
whereno faultshavebeenfoundin them,betestedsuccess-
fully by $ i ` Z8$ is Z W�W>W Z8$ it qvu tests,respectively. Then, the
maximumlikelihoodestimateof % - is the solution to the
following equation.w

x�y{z}|�~
�� �J�v� ���r�������g�����3����� x y �#� x y �������g�����3!� (9)

The derivation is again given in Appendix A. Equa-
tion (9) canonly besolvednumerically, exceptfor thespe-
cial casewhenall $ i� +�$ i ,^%X- + �� O /�0�(8/P01� ) 2 � Q (10)�

Following convention, the notation �� is an estimateof � . The same
conventionis alsoappliedfor otherparameters.
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This can also serve as the initial value in solving Equa-
tion (9) by letting $ i in Equation(10)betheaveragevalue
of the $ i� ’s.

If theprogramhasbeenpreviously tested,suchinforma-
tion shouldbeusedto form a prior distribution,denotedby� ��(B% ) , for % - ( "*) . Thenthe posteriordistribution of ^%X&�( "�) ,
basedon theabove likelihoodequation(i.e. Equation(20))
is � � (B% )G� � � (B% ) % u t q�u��on ` O /�0r% 6 %�(�/P0 ^� ) 2 �3 Q (11)

Thepoint estimateof %X&�( "�) is the % thatmaximizesEqua-
tion (11). A commonlyusedprior distribution for a pro-
portionparameteris thebetadistribution. For example,if a
blockhasbeentested� timeswithout failure,we maylet� �\(B% )G+ (8/P05% )8�/ 6�� Z5  :¡%}:D/ (12)

A derivationof this prior distributioncanbefoundin [19].

3.3 Estimation of
S & for operational profile( ?[Z�@ (BA )�)

The reliability function E &�(FA ) in Equation(6) can be
computedif R (FA ) and = � are known. Oncean input A is
selected,we canfind out R (FA ) by running A andrecording
theexecutedblocks. It is reasonableto assumethat = ��¢ �
becausetestcasesselectedby testingexpertsat the testing
stageshouldhave, on the average,a higherprobability to
revealmorefaultsthanthosecasesusedby the usersafter
theprogramis tested.Thus,by letting = � +£^� , we obtaina
conservativeestimateof thereliability. FromEquation(6),E &�(FA ) canbeestimatedas^E & (FA )G+¤H �oI �LKJM¥N�O /�0 ^% & ( "�)Y^� Q (13)

where ^% & ( "�) is the % & ( "*) in Equation(4) with � and %'-Y( "�)
replacedby their estimateŝ� and ^%'- , respectively.

To estimate
S & in Equation(7), we can usea random

samplefrom ? accordingto thedistribution function @ (FA ) .
If ¦ is a sampletaken,then

S & canbeestimatedby^S & + /� ¦§� �M I*¨ ^E &�(BA ) (14)

where � ¦§� denotesthesamplesizeof ¦ . Sometimesit is
moreconvenientto take a samplewhenthe input space?
is partitionedaccordingto differentapplications.Let © be
the numberof partitions,and @�ª be the the frequency of
partition « beingselectedand

S & ( «g) be the reliability for
theinput from this partition. Thentheoverall reliability of
thesoftwareis S & +­¬�ª n ` @vª S & ( «L) W (15)

If a randomsamplefrom eachpartition is taken, then an
estimatefor

S & ( «g) , denotedby ^S & ( «g) , canbecomputedby
Equation(14),and

S & canbeestimatedby

^S & + ¬�ª n ` @ ª ^S &�( «g) W (16)

Sincea changein the operationalprofile is equivalentto a
changeof @ ª , thereliability of any givenoperationalprofile
with ��@�®ª � ¬ ª n ` canbeestimatedby

^S ®& + ¬�ª n ` @ ® ª ^S &�( «L)
withoutadditionalsamplingor testing.

3.4 A numerical example

A simplenumericalexampleis usedto explain how our
methodworks. Supposea programcontains1000 blocks
(i.e. �¯+ /  4 4  ) with 50 faultsinjected. Assumealsothat
after thetesting40 faultsweredetectedwith anaverageof
5 testsandtheremaining10 faultswerenot detected,each
after 60 tests. To useEquation(8), we have a b +±°²  , +´³p  , m j�on ` ] � +µ³Y ·¶¸°¸+£f² p  , and

m k ld n j i ` ] id +¹  º¶ /  »+ ¹  4  . Thus^� + ³p f² p P6 ¹  4  +�  W  Y° W
In other words, the probability of detectinga fault each
time the block is executedis 0.05. Supposewhen the
sametestingstrategy, as that in estimating ^� , wasusedto
test the program,20 faultsweredetectedafter running75
test cases.Suppose% - , the prior probability that a block
containingan error, is the samefor all the blocks and it
is unknown. Now further supposethat the probability of
eachblock beingexecutedis the same(i.e. all blocksare
equally accessibleto all the inputs) and on averageeach
test caseexecutes600 blocks. Then eachblock is tested$ i +D¼²°º¶ ¹  p  _./  4 p �+;³.° times.By Equation(10),

^%'- + f4 /  p 4  (8/,0¡(�/�0   W  Y°4)*½�¾>)+   W  pfpf4f W
This implies that therewerelikely   W  pfpf4f¿¶ /  p 4 c+Àf4f W f
faulty blocksinitially. Sinceeachblock is tested45 times,^% & ( "*) in Equation(4) becomes

^% & ( "�)Á+   W  pf4fpf»¶ (�/�0   W  p°p) ½�¾/�0   W  pfpf4f�6}  W  Yf4f4f (�/�0   W  Y°4)�½\¾+   W  p pf4fp° W
This meanstherewould likely be /  4 4 �¶·  W  4 Yf4f4°4ÂÃ+Äf W f4°
faults left in the program. The number2.25 is consistent
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with the initial 22.2 faultsminus20 detectedones. Since
eachtest executesapproximately600 blocks, from Equa-
tion (13)wehave^E & (FA )Å+ (�/�0   W  p pf4fp°Æ¶c  W  p°p)�Ç -�-+   W È Â4³ ¹ W
Becausewe assumeall blocks have the same %X- and are
testedequally, ^E &�(FA ) is independentof A . Therefore, ^S & +^E &�(FA )P+É  W È Â4³ ¹ . This low reliability canbedueto thelow
testability( ^� +;  W  Y° ) oralow testeffort (only 75testcases).
If thetesteffort in termsof thenumberof testsexecutedis
doubledwhile all the otherparametersarekept the same,
thereliability is increasedto 0.994.

Note that testabilityandtesteffort arenot the only fac-
torswhich affect thereliability estimation.Therelationbe-
tweenhow aprogramis testedandhow it will beusedis also
important. Table1 shows how reliability estimationvaries
at differentscenarioswith the sameassumptionasbefore,
that is, 1000blocks,75 testcases,20 faultsdetected,and
approximately600blocksbeingexecutedby eachtestrun.
Assumealsothateachrun in theoperationprofile executes
about600 blocks. The first threescenarios(the first three
rows, not includingtheheader, of Table1) suggestthat re-
liability is stronglyaffectedby testability. As testabilityin-
creases,reliability increasesprovidedotherfactorsremain
unchanged.

s
Thelast four scenarios(thebottomfour rows

of Table1) show theimportanceof relationbetweentesting
andusage.Although the total numberof blocksexecuted
(the block coverage)is the same,in the third scenarioev-
ery block is executed45 times,whereasin the otherthree
scenarioshalf of the blocksareexecuted75 timesandthe
otherhalf areonly executed15 times. As a result,thereli-
abilitiesaredifferent. Whenblocksareexecutedthe same
wayin testingasthey areusedin theoperationalprofile(the
lastrow of Table1), thesoftwarehasa higherreliability. In
short,it is clearthatreliability cannotbeestimatedby using
only theinformationof how muchtestingeffort is spentand
how many faultsaredetected.Therelationbetweenhow a
programis testedandhow it is usedmustalsobe consid-
ered.

3.5 Extensionto many typesof faults

Different typesof faults have different ordersof diffi-
culty of beingdetected[25]; therefore,weneedto relaxthe
assumptionthat a single testability � appliesfor all types
of faults. Let therebe Ê typesof faults,classifiedaccord-
ing to their testability. For a giventype e , thetestability � d
canbe estimatedby Equation(8) with acb ,  , ] � , and ] i�Ë

In general,aftera programhaspasseda seriesof tests,with no failed
testcases,high testability implies high reliability. However, in someun-
usualcasesasdiscussedin [1], if faultsarestill not detectedwhentesting
stops,ahigh valueof testabilityimpliesamoreunreliableprogram.

beingthe testingresultsfor the e th type of faults injected
into the program. Let the estimatedvaluebe ^� d . To esti-
matetheprior probability % - ( "�) of having e th typeof fault
in block " , Equation(9) canbeusedby replacing� with � d
andletting

�
be the numberof e th type of faultsdetected.

Let theestimatebe ^% - ( "�) d . Substituting� by ^� d and % - ( "�)
by ^% - ( "*) d in Equation(4), weobtaintheprobabilitythatthe" th block has e th type of fault after testing. Let it be de-
notedas ^% & ( "�)Ìd . By thecompetentprogrammerassumption
(i.e. thechanceof having two or morefaultsin oneblock is
negligibly small),we have

^E &�(FA )G+;H �JI �LKJM¥N�O /�0±Í�d n ` ^%'&�( "�) d ^� d Q (17)

Equations(14) and(16) for ^S & arethe same.For a highly
reliableprogram,all the values ^%'&�( "�) d ^� d aresmall, andin
this caseEquation(17)canbeapproximatedby

^E & (BA )G+ /�0 Í�d n ` O /�0 H �oI �LKJM¥N (�/�0 ^% & ( "�)Ìd'^� d>) Q (18)

Or, equivalently, the overall failure rate is the sum of the
individual failureratesof eachtypeof fault.

To continueourpreviousexample,supposetherearetwo
typesof faultsandour testingstrategy gives ^� ` +D  Wo/ ° and^� s +Î  W   / . Supposethatafter75 testcasesareusedto test
the program,20 Type 1 faultsand threeType 2 faultsare
detected.Again, we assumethe probability of eachblock
beingexecutedis thesamein boththetestingphaseandin
theoperationalprofile. Thenthe failureratedueto a Type
1 fault is 0.0012as computedin Table 1. Following the
samestepsof computation,the failure rate due to type 2
faultsis 0.031.Thus,thetotal failurerateis 0.0012+ 0.031
= 0.0322andthe correspondingreliability is 0.9678. This
resultagreewith theintuition thatthehard-to-findfaultsare
moreresponsiblefor thefuturefailurethantheeasy-to-find
ones.

4 A CaseStudy

We next presentacasestudyto show themeritsof using
ourmethod.

4.1 Description of the experiments

An application developed for the European Space
Agency wasused. This application,written in C, has135
functionswith 6107executablelinesof codein 2970blocks.
Hereafter, we refer to this applicationasSpace. In this
casestudy, insteadof usingblockswhicharenumerous,we
choseeachfunctionasa basicreliability unit. This reflects
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Table 1. Reliability estimation at different scenarios as discussed in Section 3.4

Testability How blocks How blocksareexecuted Reliability FailurerateÏ aretested in theoperationalprofile Ð�Ñ 1-Ð�Ñ
0.01 all 2 �3 n ½�¾�Ò uniformÓ 0.8770 0.1230
0.05 all 2 �3 n ½�¾ uniform 0.9345 0.0655
0.15 all 2 �3 n ½�¾ uniform 0.9987 0.0013
0.15 half 2 �3 nÕÔ ¾�Ö uniform 0.9197 0.0803

half 2 �3 n ` ¾
0.15 half 2 �3 nÕÔ ¾ Only theleasttested 0.8697 0.1303

half 2 �3 n ` ¾ blocksareexecuted
0.15 half 2 �3 nÕÔ ¾ sameashow they 0.9728 0.0272

half 2 �3 n ` ¾ aretestedÒ Every testedblock is executed45 times.Ö Half of thetestedblocksareexecuted75 timesandtheotherhalf areonly executed15 times.Ó Thenotation“uniform” meanstheprobabilityof eachblock beingexecutedis thesame.

theflexibility of ourmethodin thatit canappliedatdifferent
granularitylevels.

To obtainanoperationalprofilefor Space weidentified
thepossiblefunctionsof theprogramandgeneratedagraph
capturingthe connectivity of thesefunctions. And to esti-
matetheiroccurrenceprobability, eacharcin thegraphwas
assigneda transitionprobability determinedby interview-
ing theprogramusers.

Basedon this profile, 90 distinct testsets,eachcontain-
ing 200 distinct test cases,were randomlygenerated.In
generatingtheserandomtestsets,we useddifferentinitial
seeds.This wasdoneto ensurethat testcasesin every ran-
domtestsetweredrawn from a differentindependentran-
dom sequence.Threetestingstrategieswere thenusedto
remove redundanttestsfrom thesesetsbasedon theblock,
decision,andall-usescoverage,respectively. In eachof the
first thirty testsets,ascreeningwasconductedbydiscarding
atestcaseif it couldnotcoveratleastoneblockthatwasnot
alreadycovered.This guaranteedthateachconsequenttest
casewasnot redundantin termsof block coverage.How-
ever, we did not re-examinewhethertheprevioustestcases
werestill necessary(i.e. oncea testcasewasincludedin a
testset,it wasnotexcludeddueto theinclusionof any new
testcases).Testsetsso generatedarereferredto asblock
testsandas

��× � , / ¢ " ¢ Âp  . Similarly, testcasesin the
next thirty testsetsandthelast thirty testsetswerefiltered
by usingdecisionandall-usescoverage,respectively. We
refer to thesetest setsas decisiontestsand all-usestests
andcall them

��Ø � and
��Ù � , / ¢ " ¢ Âp  , respectively. The

traceof all blocks,functions,andfiles executedduring the
testingwasrecordedwith a testingcoveragemeasurement
tool calledATAC [12].

A setof 16 faults for Space, obtainedfrom the error-
log maintainedduringtherealtestingandintegrationphase
of this program,wasusedin this study. For convenience,
eachfault hasbeennumberedas Fk wherethe integer k
( / ¢¤Ú�¢ / ¹ ) denotesthefault number. This numberdoes

not indicatetheorderin which faultsweredetectedduring
experimentation.A descriptionof thesefaultscanbefound
in [29]. These16 faults were randomlydivided into two
groups.Onegrouphadten faultsandtheothergroupcon-
tainedthe remainingsix. Suchdivision wasperformed90
timeswith a differentinitial seedusedeachtime. Therea-
son is the sameasexplainedin the previous paragraphto
ensurethat faultsweredivided by a different independent
randomsequence.The resultinggroupsarereferredto asÛÆÙ � (with tenfaults)and

ÛÆ× � (with six faults), / ¢ " ¢ È   ,
respectively. Anotherwayto categorizethese16faultsis by
their difficulty of beingdetected.Thoseeasyfaultswith ^�
values(theestimatedtestabilityusingEquation(8)) greater
than,or equalto, 0.25areclassifiedasType 1 faults. And
thosedifficult faultswith ^� valueslessthan0.25areclassi-
fiedasType2 faults.
Theexperimentsconductedasa partof this studyhave the
following pattern:Ü Step1: Using Equation(8) to estimatethe testability^� . Onegroupof faultsin

ÛÆÙ � , / ¢ " ¢ È   werein-
jected,oneat a time, into theSpace programasmu-
tantsthatwerethentestedagainsta testset. Thefirst
thirty groupsweretestedagainstblock tests,the next
thirty againstdecisiontests,andthe last thirty against
all-usestests.For example,faultsin

ÛÆÙ�Ý ` weretested
against

��Ø ` and faults in
ÛÆÙ Ç ¾ were testedagainst��Ù ¾ . Eachpair of a fault groupanda testset is re-

gardedas a separateexperiment. All togetherthere
were90 experiments.Table2 lists thetestabilitieses-
timatedfor faultsin

ÛÆÙ ` usingall the48 testsin test
set
��× ` . Theaverageestimatedtestabilityover the90

experimentsfor faults in Type 1 andType 2 is 0.440
and0.044,respectively.Ü Step 2: Using Equations(4) and (9) to estimatethe
probabilityfor the " th functioncontainingthe e th type
of fault ^% & ( "�)Ìd . Similar to Step1 exceptthat faultsin
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Table 2. Estimated testability using test set
��× ` (with 48 test

cases) on faults in
ÛÆÙ `

Fault Type Numberof times Numberof times Testability
thatthefault thatthefault ÞÏ�ß
wasexecuted wasdetected

F2 1 3 2 0.67
F3 1 7 4 0.57
F5 2 36 5 0.14
F6 2 29 5 0.17
F8 2 25 3 0.12
F9 1 5 3 0.60
F12 1 9 6 0.67
F13 1 20 14 0.70
F15 2 48 1 0.02
F16 2 5 0 0.00

ÛÆ× � , / ¢ " ¢ È   wereused. For the purposeof il-
lustration,samplesof thedatasetcollectedusing

��× `
and

ÛÆ× ` areshown in Table3. For example,function
angclaus hasaprobability0.0001to containaType
1 fault and a probability 0.0242to containa Type 2
fault.Ü Step3: UsingEquations(13) and(14) to estimatethe
reliability ^S & . A randomsamplewith 200distinct test
casesaccordingto theoperationalprofile asexplained
in the beginningof this section(Secondparagraphof
Section4.1)wasused.

Table 3. Estimated probability obtained using test set
��× `

and faults in
ÛÆ× ` for functions containing a Type 1 or a Type

2 fault. Due to a space limitation, only ten of the 135 functions

in Space were listed.

Function Þà Ñ K � Nâá Þà Ñ K � NFã
addscan 0.0000 0.0022
adremdef 0.0000 0.0013
ampunit 0.0000 0.0012
ampval 0.0000 0.0002
angclaus 0.0001 0.0242
angledir 0.0004 0.0442
anglerot 0.0001 0.0141
angstep 0.0001 0.0101
angunit 0.0000 0.0021
angval 0.0000 0.0011

4.2 Resultsand Analysis

In Equation(6), we assumefaults are independentre-
gardlessof the existenceof other faults.

Ý
As a result, theä

Thisstatementcannotbeconsideredtruein generalcases.However, if
oneacceptsthecompetentprogrammerassumptionthis becomesa minor
problem,sinceprogramsunderthis assumptionhave usuallyonly a few
sparsefaults. This restrictionneedsto be further investigatedandaddi-
tionaleffort is neededto relaxit.

chanceof thesefaults interferingwith eachotheris small.
Table8 shows = ` , the revealability of Fault F1, whenit is
injectedin Space togetherwith a groupof five othersran-
domly selectedfrom theremaining15 faults. Eachexperi-
mentin this tableusesa differentsetof five faultsselected
from a differentindependentrandomsequence.The num-
berof timesthatF1 wasrevealedis in column2, thenum-
ber of times the function which containsF1 wastestedis
in column3, andthe correspondingrevealability is in col-
umn4. Fromthesedata,it is cleartheserevealabilitiesare
very similar. A statisticaltest (chi-squaretest) shows the
revealabilitiesareindeedvery similar with a p-valueequal
to 0.780.Thesameexperimentswererepeatedfor theother
15 faults.Noneof themshowsany significantinteraction.

Table 4. Revealability of F1 when it was injected each time

with other five randomly chosen faults

Experiment Numberof times Numberof times Revealability
revealed tested

1 5 8 0.625
2 3 6 0.500
3 6 9 0.667
4 5 8 0.625
5 6 13 0.461
6 6 6 1.000
7 8 8 1.000
8 7 8 0.875
9 8 12 0.750
10 5 7 0.714
11 5 8 0.625
12 3 6 0.500
13 6 11 0.545
14 3 4 0.750
15 6 9 0.667
16 6 8 0.750
17 6 10 0.600
18 6 9 0.667
19 3 5 0.600
20 8 11 0.727
21 7 10 0.700

Sum:119 Sum:176 Average:0.676

Theaveragetestabilities, ^� usingEquation(8), of the16
faultswith respectto all 30 block tests,decisiontestsand
all-usestestsarein Table5. The revealabilities, ^= alsous-
ing Equation(8), of thesefaults basedon inputs selected
randomlyfrom the operationprofile arein the 5th column
of Table 5 as well. Resultsfrom the two samplepropor-
tional testwhich examineswhether ^� and ^= arestatistically
differentfor eachfault arein the lastcolumn. If 0.05level
of significanceis used,our datain Table5 indicatethat the
revealabilityandthe testabilityarenot significantlydiffer-
ent except for F5, F6, F8, F9, andF10. Whenall the 16
faultsareconsideredtogether, asshown in the last row of
Table5, ^= (0.187)is lessthan ^� with respectto block tests
(0.219),decisiontests(0.218)andall-usestests(0.213),but
the differenceis small. Hence,by assuming= � +å^� asin
Equation(13),we canobtaina conservativeestimateof the
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reliability.

Table 5. Comparison of testability ( ^� ) and revealability ( ^= )
Fault Average ÞÏ with respectto Þæ p-value

block tests decisiontests all-usestests
F1 0.684 0.640 0.670 0.676 0.930
F2 0.830 0.793 0.843 0.764 0.626
F3 0.522 0.455 0.367 0.470 0.101
F4 1.000 1.000 1.000 1.000 1.000
F5 0.105 0.112 0.086 0.050 0.001
F6 0.111 0.097 0.089 0.071 0.051
F7 1.000 1.000 1.000 1.000 1.000
F8 0.048 0.080 0.066 0.044 0.019
F9 0.729 0.746 0.776 0.873 0.039
F10 0.754 0.723 0.742 0.901 0.002
F11 0.192 0.160 0.222 0.172 0.701
F12 0.582 0.581 0.597 0.688 0.067
F13 0.669 0.654 0.698 0.688 0.314
F14 0.076 0.124 0.114 0.073 0.308
F15 0.022 0.027 0.021 0.016 0.058
F16 0.015 0.027 0.040 0.041 0.774
Average 0.219 0.218 0.213 0.187 0.001

We next comparethe reliability estimatedby usingour
methodwith that from Musa’s Basicexecutionmodeland
the logarithmic Poisson(LP) model [20]. The reasonfor
chosenthesetwo modelsaregivenin AppendixB. Sincewe
know the real reliability

S
after debugging,we first com-

pare çè+é� ^S 0 S � , where ^S is an estimateby wharever
themethodswe areinterested.For the 30 block, decision,
andall-usescasestestedanddebugged,the timesthat (14)
hasasmallerç thantheothermethodsaregivenin Table7.
Whenall the 90 testsetsareconsideredtogether, the win-
ning ratio of our methodis 88:2 over Musa’s basicmodel
and59:31over Musa’s LP model. They areboth statisti-
cally significantat the 0.01 level (p-value :   W   / ). From
theseobservations,it is clearthatour methodis better.

To checkthedetailedperformanceof ç§+ê� ^S 0 S � , the
log failureratio ë

+;ìoí4î ` - ( /�0 ^S/�0 S )�Z (19)

is used.Thereasonis that çê+ï� ^S 0 S � is notafair formula
to summarizedifferentreliability discrepancies.For exam-
ple,

S +ð  W È   being estimatedas 0.89 with a difference
0.01looksmuchworsethan

S +Î  W È4ÈpÈ beingestimatedas
0.995with adifference0.004.However, this is not thecase
from thefailureratepoint of view. In theformerthefailure
rateequals1.00- 0.90= 0.10beingestimatedas0.11which
is 10%overestimated;whereasin the latter the failure rate
equals0.001beingestimatedas0.005which is four times
(i.e. 400%)overestimated.Relative error � ^S 0 S � _ S and
relativefailureratediscrepancy � ^S 0 S � _
(8/,0 S ) alsohave
a similar problem.Thevalue /  
q ½ is usedwhen

S + / to
avoid a0 denominator.

WhenEquation(19) is used,the ideal caseis ^S equalsS
which givesa zerovalueto

ë
. Otherwise,the larger the�

ë
� , the worsethe estimateof

S
. If ^S is greaterthan

S
(i.e. overestimatingthe reliability or underestimatingthe
failurerate),then

ë
is lessthanzero.Similarly, if ^S is less

than
S

(i.e. underestimatingthe reliability or overestimat-
ing the failure rate), then

ë
is greaterthanzero. The log

failureratiosof theestimatedreliabilitieswith respectto the
true reliabilitiesusingourmethod,Musa’sbasicmodeland
Musa’s LP modelwerecomputedby usingEquation(19).
Themeanvaluesandthestandarddeviationsfor

ë
aregiven

in Table4.2. Thesedatasuggestthatall threemethodsare
biasedtowardoverestimatingthefailurerates(i.e. giving a
conservative estimatedreliability). Oneexplanationis that
if a programhasonly a few faults,after good testingand
debugging, it is possiblethat all the faults have beenre-
moved. This makesthe reliability equal1, but this fact is
difficult to confirmby limited testing. From Table4.2, we
alsoobservethatthemeanvalueof ourmethodin eachcase
is smallerthanthatof Musa’s methods,which implies our
methodprovidesa moreaccurateestimatedreliability.

Table 6. Number of wins based on using � ^S 0 S � of our

method over two Musa’s models

Musa’sbasicmodelÒ Musa’sLP ModelÖ
block tests 28/30 17/30
decisiontests 30/30 20/30
all-usestests 30/30 22/30Ò Our methodis betterat the0.01level of significance.Ö Our methodis betterat the0.05level of significanceexcept
for theentry“17/30”.

Table 7. Mean values and standard deviations of log failure

ratios in Equation 19

with respectto all 30 block tests
Our method Musa’sbasicmodel Musa’sLP Model

meanvalue 0.552 1.500 0.678
std.dev. 1.111 1.041 1.136

with respectto all 30 decisiontests
Our method Musa’sbasicmodel Musa’sLP Model

meanvalue 0.406 1.435 0.675
std.dev. 0.914 0.908 0.967

with respectto all 30 all-usestests
Our method Musa’sbasicmodel Musa’sLP Model

meanvalue 0.399 1.481 0.614
std.dev. 1.099 1.016 1.208
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5 Concluding Remarks

Thispaperpresentsamethodfor estimatingsoftwarere-
liability basedon theevaluationof programtestability. The
methodis morerefinedthanconventionalsoftwarereliabil-
ity growth modelsbecauseit takesinto accountcharacteris-
tics of themodelledprocessthatarenot consideredby the
latter. Thesecharacteristicsaretheprogramtestabilityand
the structuralor functionalcoverageobtainedduring test-
ing. Oncetestabilityhasbeenestimated,theapplicationof
our methoddoesnot requiremoreeffort thando ordinary
reliability growth models.We reportan applicationof our
methodto a realsoftwaresystem.Within the limits of this
specificapplication,ourmethodhasshown betterpredictive
ability whencomparedwith conventionalreliability growth
models.

We considerthis work a stepin the direction of using
testabilityto estimatesoftwarereliability. Someproblems
arestill unsolvedandneedfurther research,e.g.,to extend
thecurrentpoint estimationto interval estimation.Certain
assumptions,suchastheindependenceof faults,needto be
relaxed in orderto make the methodgenerallyacceptable.
Ourfuturedirectionincludestheseaspects,aswell asacon-
siderationof animperfectoracleandfaultsthatcanonly be
detectedwhensomecombinationsof blocksare executed
eitherin thesameexecutionor differentexecutions.
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Appendix A: Derivation of Equations (4), (8)
and (9)

Equation(4): Let SPT=astatementpassed$ � tests,SC=the
statementis correct,andSF=thestatementis faulty. Then%X&�( "�)Á+ � ( R Û � R �!� )+ � ( R Û¡ò R �!� )� ( R �!� )+ � ( R �!� � R Û ) � ( R Û )� ( R �!� � R Û ) � ( R Û )�6 � ( R �!� � R�óÆ) � ( R�óÆ)
Since

� ( R Û ) + % - ( "�) , � ( R�óÆ) + /ï0è% - ( "�) ,� ( R �!� � R Û )�+ (�/�0{� ) 2²3 , and
� ( R �!� � R�óÆ)�+ / , wehave

Equation(4).

Equation(8): Thelikelihoodfunctionis

ô � x�y � zöõ��J�v� �����º�
��÷ 3 ~
� �ùø l��J�

�*ú
� ���G���g��÷ �3

Takinglog ontheright sideanddifferentiatingwith respect
to � and settingthe derivative to 0, the solution is Equa-
tion (8).

Equation(9): the likelihoodequationof detecting
�

blocks
with faultsat tests$ ` Z8$ s Z WJWoW Z8$ u , respectively, is

ô � x y � z ��û �v� x y �����{�g� � ß ~
� � |�~
�� �J���Lü ����� x y �#� x y �������g� ���3�ý

Takinglog ontheright sideanddifferentiatingwith respect
to % , settingthederivative to 0, andassuming% - ( "�)P+ % - ,
wehaveEquation(9)

Appendix B: Choiceof Models for
Comparison
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It is widely acceptedthat no model can be considered
appropriatein all applications[1]. Best modelsfor hav-
ing future predictionsfrom specificdatamustbe selected
by analysingthe accuracy of pastpredictionson the same
data. We selectedfor comparisonthe model offering the
bestfit with theavailableinterfailuredata.Themodelaccu-
racy wasevaluatedusingCASRE[4] thatprovidesseveral
analysistechniques.We selectedasindicators:prequential
likelihood,bias,noiseandtrend. Useof thesetechniques
hasbeenproposedin [3] andthey aredescribedin detail in
[2]. Six modelswere appliedto the 90 datasets,but the
limited numberof failuresof eachdatasetandthecharac-
teristicsof theinterfailuredatareducedthenumberof appli-
cablemodelsto thefollowing four: Geometric[5], Jelinsky
Moranda[6], Musabasic[7, 8] andMusaOkumoto[7, 8].
Theassumptionsof thesemodelsaredescribedin detail in
[2]. Table1 shows theaverageof theindicators,over most
of the 90 datasets(not all the modelswereapplicableto
all the datasets).The tableshows alsothe goodness-to-fit
of the modelsusing the Kolmogorov distance. The Kol-
mogorov distanceis a measureof thediscrepancy between
thesamplecumulativedistribution functionandthemodel.
It is usedto testthehypothesesH - : themodelhasnolackof
fit to thedataagainstthealternativeH ` : themodelhaslack
of fit to the data. Only the two Musa’s modelscanclaim
no lack of fit at 0.05significancelevel. They areusedfor
comparisonswith theourmethod.

Table 8. Prediction Accuracy of Models

Model Prequential Bias Noise Trend Goodnessto fit test
Likelihood Kolm. Dist. Sign.at 0.05

Geometric 9.584e+0 5.654e-1 1.826e-1 5.418e-0 6.045e-1 yes
Jelinsky Moranda 9.604e+0 5.332e-1 2.274e-1 5.510e-0 5.930e-1 yes
Musabasic 1.050e+1 6.607e-1 4.307e-1 5.58006e-0 3.317e-1 no
MusaLP 1.047e+1 5.553e-1 3.122e-1 5.555e-0 4.213e-1 no
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